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B. Tech

PECS 5402
Special Examination-2012
CRYPTOGRAPHY AND NETWORK SECURITY
Full marks: 70
Time: 3hrs.
Question 1 is compulsory and answer any five from the rest.
Figures in the right hand margin indicate marks

1. Answer the following questions:
[2 x 10]

i) What is Cryptanalysis? State its purpose?

(i) What is the purpose of using S-Boxes in DES?

(iii) ~ What is Avalanche effect? Explain.

(iv)  What is the difference between diffusion and confusion?

) Define perfect secrecy of a cryptosystem.

(vi)  What characteristics are needed in a secure hash function?

(vii)  Inthe RSA algorithm, why must we choose e to be relatively prime to &(n)?

(viii) What is the zero point of an elliptic curve?

(ix)  What are the causes of Trapdoors?

(%) What do you mean by Nested MACs?

2. (a) Define Affine Cipher.

(b)Suppose that k (5, 21) is a key in an Affine Cipher over Z.
(i) Express the decryption function dy(y) =a’y + b’, where a’, b’ € Zyg
(ii)Prove that di (ex(x)) =x forall x € Zy

[2+5+3]

3. (a) What are the AES contests?

Explain the steps for each cycle of the AES algorithm.

(b) If P> and C’ are the bitwise complement of P and C respectively, where P and C are the
plaintext and respective cipher text generated by DES cryptosystem. Prove that for DES
cryptosystem C* = Ej(P”) if C = Ex (P), Ex is the DES encryption function of key k and k’
is the bitwise complement of key k.

[5+5]
4. (a) What do you mean by GF(2")?
Find the multiplicative inverse of each nonzero element in Zs.

(b) State Euler’s theorem and prove it. [5+5]
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. (a) Calculate the remainder when 2995 is divided by 783.

(b) Let n = pq with p and q being distinct large prime numbers of roughly equal size.
Suppose, we know that for any a <n and ged (a, n) = 1 we have a”' = a™" ' mod (n).
Prove that n can be factored in O (nm) steps with a high probability.

[4+6]

. Differentiate between the following terms: [2.5 X 4]

(i)  Secure Socket Layer (SSL) and Transport Layer Security (TLS)
(ii)  Block and Stream Ciphers

(iii) Substitution Ciphers and Transposition Ciphers

(iv) Message Integrity and Authentication

. (a) Suppose S; is the Shift Cipher (with equiprobable keys) and S is the Shift Cipher where
keys are chosen with respect to some probability distribution Py (which is not be
equiprobable). Prove that S; X S; =S,

(b) State the RSA Public-Key Encryption Algorithm. Perform encryption and decryption
using RSA algorithm for the following given data:
p=7;q=17;e=5M=8.
[5+5]

. Write short notes on any two: [5x2]

(a) MD Hash Family

(b) Secure E-mail

(c) Diffie-Hellman Key Exchange

(d) Cipher Block Chaining Mode[CBC]




