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FECE 6404

Special Examination — 2012
NETWORKING SECURITY AND CRYPTOGRAPHY

Full Marks —-70

Time: 3 Hours

Answer Question No. 1 which is compulsory and any five from the rest.

(b)

The figures in the right-hand margin indicate marks.

1. Answer the following questions : 2x10
(a) Write the principle of security.
(b) Name the different possible attack on Encryption.
(c) Whatis the order of a Group ? Give an example.
(d) Whatis GF (p") field ?
(e) What are the uses of cryptographic Hash function ?
(f)  What is Random Oracle Model? What is the principle the Oracle Model
based on ?
(9) What do you mean by Biometric Authentication ?
(h) Whatis malicious software ? Give some Examples.
(i) Whatis the difference between Firewall and Intrusion Detection System ? -
() Whatis PGP ? Why this Protocol is used ?
2. (a) What are the difference between Symmetric and Asymmetric

Cryptography ? 5
Describe the RSA algorithm with example. 5
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3. (a) Findthe multiplicative inverse of Z, andZ, .

(b) Find the solution for the following simultaneous equation. 5
X=2mod 3
X=3mod5
X=2mod7

4. (a) What are the different techniques used to transform Plain text to Cipher

text ? Describe the Transposion technique. 5

(b) Describe the Elliptic Curve Cryptosystem. 5

5. (a) Outline the difference between Message Authentication Code and Message

Detection Code. 5

(b) Describe how PGP works ? 5

6. (a) Whatis Digital Signature ? Explain how it is generated ? What are the use
of is Digital Signature ? )

Describe the mode of operation in [PSec.

(b)
7. (a) Describe the Deffie-Hellman key agreement Algorithm.
(b) Briefly explain the working of Firewalls.

(

a) Describe the different types of Non Malicious Program Errors.

a o0 o, o o1 ;

(b) Describe the Cryptographic hash function criteria.
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