FAQ on
Ethical Software Engineering (ESE) 

Course Name: Ethical Software Engineering (ESE) 
Programme: B. Tech 
Semester : 6th Semester

UNIT-1
Part A: 2 Mark Questions
1. Define Software Development Life Cycle (SDLC).
2. List and briefly explain the phases of SDLC.
3. What is the Waterfall model?
4. What is the difference between Incremental and Spiral models?
5. Define Agile methodology and scrum.
6. What is the V-Model? How is it different from Waterfall?
7. What is COCOMO? Mention its purpose.
8. Define ethics, morality, and law in software engineering.
9. What are the key principles of the ACM/IEEE Software Engineering Code of Ethics?
10. Mention the ethical issues involved in the Therac-25 case.

Part B: 5 Mark Questions
1. Explain the Software Development Life Cycle (SDLC) in detail. Discuss all phases with a neat diagram.
2. Compare Waterfall, Incremental, RAD, Spiral, V-Model, Agile, and Scrum process models. Highlight advantages and limitations of each.
3. Explain the Spiral Model with risk analysis. Why is it suitable for high-risk projects?
4. Describe the COCOMO cost estimation model. Explain Organic, Semi-detached, and Embedded modes with formulas.
5. Discuss the importance of ethics in software engineering. Differentiate between morality, laws, and professional codes.
6. Explain the principles of the ACM/IEEE Software Engineering Code of Ethics with examples.
7. Discuss the responsibilities of software engineers toward stakeholders, society, and public interest.
8. Analyze the Therac-25 accident from an ethical perspective. What lessons should software engineers learn?
9. Examine the Boeing 737 Max crisis and discuss the ethical failures in software design and testing.
10. Explain ethical decision-making models. How can they help resolve ethical dilemmas in software projects?

UNIT-2
Part A: 2-Mark Questions
1. Define functional requirements with one example.
2. What are non-functional requirements? Name any two types.
3. Differentiate between user requirements and system requirements.
4. What is meant by requirements elicitation? List any two techniques.
5. What is feasibility analysis in requirement engineering?
6. State the purpose of requirements validation.
7. What is requirements management and why is it important?
8. Define software copyright. What does it protect?
9. What is software plagiarism? Give one example.
10. What is whistleblowing in software engineering ethics.
Part B: 5-Mark Questions
1. Explain functional and non-functional requirements with suitable examples.
2. Describe the requirement engineering process in detail.
3. Differentiate between user requirements and system requirements in terms of purpose, format, and examples.
4.  Discuss the key characteristics of a good SRS document and why each is important.
5.  Outline the structure and significance of an SRS as a contract document between developer and client.
6. Explain the main principles and key rights provided under GDPR.
7. Discuss the major provisions of HIPAA and their importance in ensuring data privacy and security.
8. Explain ethical testing and debugging and the professional responsibilities involved.
9. Elaborate on the ethical issues associated with open-source software development and licensing.
10. Write short notes on any two:
a) Misrepresentation in software development
b) Whistleblowing and its ethical significance
c) Intellectual property protection in software (copyright, patents, trade secrets).




UNIT-3
Part A: 2-Mark Questions
1. What is UML and what is its purpose in software design?
2. Define modularization in software engineering.
3. What is refactoring in software development?
4. Name any two software testing techniques.
5. What does SEI-CMM stand for?
6. What is meant by security-by-design?
7. Define white-box testing.
8. What is a use case diagram in UML?
9. What is the role of interface design in software development?
10. What is bug suppression in software ethics?
Part B: 5-Mark Questions
1. Explain the three levels of software design with examples.
2. Describe the ethical dimensions involved in software testing.
3. Discuss the software quality measure cohesion and coupling and it’s types.
4. Explain the characteristics of software maintenance as per SEI-CMM and define KPA.
5. What is regression testing and why is it important?
6. Explain how accessibility contributes to ethical software design.
7. Analyze the importance of clean code ethics in software implementation.
8. Explain the concept of reverse engineering and discuss its ethical considerations.
9. Discuss the practice of test skipping and its ethical implications in software testing.
10. Draw and explain the following diagrams:
a) Data Flow Diagram (DFD)
b) Class Diagram
c) Sequence Diagram
d) Activity Diagram
UNIT-4
Part A: 2-Mark Questions
1. Define Explainable AI (XAI).
2. What is the primary ethical concern associated with job displacement due to automation?
3. Name any two ways bias can manifest in an AI-based hiring system.
4. State two ethical issues related to the use of AI in mass surveillance.
5. What is meant by Green Computing?
6. Give one ethical issue related to IoT data collection.
7. How does Human-Centered Design (HCD) promote accessibility in technology?
8. Define accountability in the context of AI systems.
9. What is one sustainability concern related to large cloud computing data centers?
10. What is the role of empathy and user focus in Human-Centered Design (HCD)?
Part B: 5-Mark Questions
1. Explain how job displacement due to automation affects social standing and job security.
2. Briefly explain how the global digital divide increases inequalities.
3. Differentiate between AI bias and discrimination in AI systems with examples.
4. Explain how Explainable AI (XAI) enhances trust and accountability.
5. Discuss the ethical implications of using AI systems in the criminal justice system, focusing on bias and accountability.
6. Explain the concept of transparency (XAI) and its importance. Provide an example where lack of transparency may create ethical issues.
7. Analyze the ethical challenges and opportunities of automation and job displacement. Suggest two strategies to reduce negative impacts.
8. Discuss bias and discrimination in AI. Differentiate between data bias and algorithmic bias with examples.
9. Explain the ethical conflict between privacy and transparency in public blockchains. Why does blockchain immutability challenge the “right to be forgotten”?
10. Describe the ethical framework of Human-Centered Design (HCD) and explain how integrating accessibility from the early stages of development leads to inclusive and ethical technology.
UNIT-5
Part A: 2-Mark Questions
1. What is the main challenge that requires international harmonization in global IT and cyber laws?
2. What is the primary legal framework governing cybercrime and e-commerce in India?
3. What does NITI Aayog’s principle of transparency require in AI systems?
4. What is meant by a Code of Ethics in an organizational ethics framework?
5. Define cyber law (IT law).
6. What is the purpose of the Uniform Electronic Transactions Act (UETA) in the United States?
7. Name any two major global data protection laws.
8. Mention any two components of an organizational ethics framework.
9. Give one example of a corporate ethical failure.
10. What is a whistleblower mechanism in an organizational ethics framework?
Part B: 5-Mark Questions
1. Explain the significance of global IT laws in addressing cross-border cybercrime.
2. Discuss the key provisions of the Digital Personal Data Protection (DPDP) Act, 2023 of India.
3. Highlight the main ethical principles outlined by NITI Aayog for responsible AI development.
4. Describe the core components of an organizational ethics framework.
5. What are the primary challenges in harmonizing international cyber laws?
6. Explain the role of ethical audits in strengthening corporate governance.
7. Discuss the principles of transparency and accountability in MeitY’s AI governance guidelines.
8. Differentiate between an Ethics Audit and Compliance in terms of focus and objectives. Explain how ethics audits help manage moral risk.
9. Analyze India’s overall approach to AI ethical governance. Explain five core guiding principles from NITI Aayog’s “AI for All” strategy.
10. Examine a real-world case study of an ethical failure in a corporation and discuss the lessons learned for governance and compliance.
