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UNIT I
🔹 Short Answer Questions (10)
1. Define Internet of Things (IoT).
2. List the key components of IoT architecture.
3. What are IoT design principles?
4. Define M2M communication.
5. What is the role of gateways in IoT?
6. What is XaaS?
7. Mention any four IoT applications.
8. Define sensing and actuation.
9. What is the role of cloud computing in IoT?
10. List any four IoT security challenges.
🔹 Long Answer Questions (10)
1. Explain IoT architecture with a neat diagram and its components.
2. Discuss IoT design principles and required capabilities.
3. Explain business processes in IoT with examples.
4. Describe the role of cloud computing in IoT applications.
5. Discuss IoT security fundamentals and major threats.
6. Explain domain-specific IoT in Smart Home and Smart City.
7. Describe IoT applications in healthcare and agriculture.
8. Explain IoT data management and analytics workflow.
9. Compare traditional internet systems with IoT systems.
10. Explain XaaS and its importance in Industry 4.0.

UNIT II
🔹 Short Answer Questions (10)
1. What is Arduino?
2. What is Raspberry Pi?
3. Define actuator with example.
4. What is MQTT protocol?
5. Expand CoAP.
6. Differentiate TCP and UDP.
7. What is ZigBee used for?
8. What is Bluetooth Low Energy?
9. Define I/O interface.
10. What is sensor interfacing?
🔹 Long Answer Questions (10)
1. Explain hardware components of IoT in detail.
2. Compare Arduino and Raspberry Pi.
3. Explain MQTT protocol architecture and working.
4. Describe ZigBee and Bluetooth communication in IoT.
5. Discuss TCP/IP protocol stack in IoT.
6. Explain CoAP protocol and its features.
7. Describe the process of interfacing sensors with Arduino.
8. Explain Python APIs used in IoT development.
9. Compare different IoT communication protocols.
10. Design an IoT system using sensors, actuators, and communication modules.

UNIT III
🔹 Short Answer Questions (10)
1. Define Industry 4.0.
2. What is a Cyber-Physical System (CPS)?
3. Define predictive maintenance.
4. What is defect detection?
5. What is computer vision?
6. Define automation.
7. List key principles of Industry 4.0.
8. What is image recognition?
9. What is smart manufacturing?
10. Define real-time analytics.
🔹 Long Answer Questions (10)
1. Explain the evolution of manufacturing systems.
2. Discuss Industry 4.0 key principles.
3. Explain Cyber-Physical Systems with examples.
4. Describe ML-based predictive maintenance systems.
5. Explain quality control using ML techniques.
6. Discuss image recognition and computer vision in industry.
7. Write detailed notes on predictive analytics algorithms.
8. Explain real-time industrial case studies of predictive maintenance.
9. Compare traditional maintenance with predictive maintenance.
10. Design a predictive maintenance system for a manufacturing plant.

UNIT IV
🔹 Short Answer Questions (10)
1. Define demand forecasting.
2. What is inventory management?
3. Define digital twin.
4. What is route optimization?
5. Define simulation model.
6. What is Human-Robot Collaboration (HRC)?
7. What is ML-enabled robotics?
8. Define supply chain optimization.
9. What is safety modeling in robotics?
10. List applications of digital twins.
🔹 Long Answer Questions (10)
1. Explain ML applications in supply chain optimization.
2. Discuss demand forecasting techniques using ML.
3. Explain inventory management models.
4. Describe route optimization algorithms.
5. Explain the concept and implementation of Digital Twins.
6. Discuss simulation models in manufacturing.
7. Explain Human–Robot Collaboration with case studies.
8. Discuss safety standards in ML-enabled robotics.
9. Compare traditional manufacturing with digital twin-based manufacturing.
10. Design a digital twin model for a smart factory.

UNIT V
🔹 Short Answer Questions (10)
1. Define ML model in IoT context.
2. What is data pre-processing?
3. Define edge computing.
4. What is real-time ML?
5. What is smart factory?
6. Define feature engineering.
7. What is model deployment?
8. Define cloud-based ML.
9. What is anomaly detection?
10. List ML applications in Industry 4.0.
🔹 Long Answer Questions (10)
1. Explain machine learning models used in IoT applications.
2. Discuss data preprocessing techniques for industrial datasets.
3. Explain deployment of ML models on edge devices.
4. Compare edge vs cloud ML deployment.
5. Explain real-time ML implementation in smart factories.
6. Discuss ML-driven automation scenarios.
7. Describe case studies of Industry 4.0 using ML.
8. Explain challenges in implementing ML for IoT.
9. Design an ML-based IoT industrial solution.
10. Explain end-to-end workflow of ML in Industry 4.0.

